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January 20, 2009


     
Dear New Jersey Restaurant Association Member:

You may be aware that Heartland Payment Systems was the victim of a security breach within its processing system in 2008. 

Your business’ merchant data was not compromised as a result of this intrusion.  
Likewise, none of Heartland’s check management systems; Canadian, payroll, campus solutions or micropayments operations; Give Something Back Network; or the recently acquired Network Services and Chockstone processing platforms were involved.
Regardless, it is always important that your own business’ payments and computer infrastructure be secure. As such, we are going to be providing information on www.2008breach.com – a website that also provides information about the breach – that will help ensure you have up-to-date security measures in place.

By Monday, January 26, you can check there for a list of steps you should take to safeguard your systems. We will provide information on Payment Card Industry Data Security Standards (PCI DSS) and tips on standard procedures you should follow such as getting card imprints and using an Address Verification Service for all card-not-present transactions.

Heartland has always been deeply committed to maintaining the security of cardholder data, and we will continue doing everything reasonably possible to achieve this objective.   We have already taken a number of steps to further secure our systems. In addition, we will be implementing a next-generation program designed to flag network anomalies in real-time and enable law enforcement to expeditiously apprehend cyber criminals.   

As always, we appreciate your business and support. We are here to assist you. Please visit www.2008breach.com and feel free to reach out to us at 866-399-6228 if you have any questions. 

Best regards,
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Robert O. Carr

Chairman and Chief Executive Officer

