You may have heard that VisaR has temporarily removed Heartland Payment Systems from its list of PCI DSS compliant service providers. 

Please rest assured this action on Visa's part has NO impact to you as a Heartland customer or prospect. At Heartland, we believe our system is secure, the intrusion has been contained and you are safe using us to process your transactions. Despite rumors to the contrary, you do not take on any additional risk or responsibility because you currently use a processor that is not included on the Visa list. Nor does Heartland's temporary removal from the list impact your own PCI DSS status. 

Also know: 

1.
We are actively processing Visa transactions - as well as those

of the other card brands. Statements that Heartland is disconnected from the processing system are false. In fact, with our new relationships with American ExpressR and DiscoverR, we are one of the few processors nationwide that now authorizes and settles transactions for all major card brands. 

2.
We are cooperating fully with Visa and other card brands to

revalidate our PCI DSS compliance and believe that by no later than May 2009, we will be returned to the Visa list of PCI DSS compliant service providers. 

3.
We were certified as PCI DSS compliant for each of the past five

years without any indication of major issues with any aspects of the PCI DSS regulations. Nothing significant was changed in our system in the short time between our latest certification in April 2008 and the onset of the intrusion into our payment processing system in May 2008. 

4.
We are currently undergoing our 2009 PCI DSS evaluation by a

qualified security assessor (QSA) and are confident that this QSA is doing a thorough job. Many of the firm's recommended enhancements to our security have already been implemented, and others will be as part of the current audit. 

5.
Heartland is not the first processor to have been removed from

the Visa list - although our case is perhaps one of the most widely publicized. 

6.
Other processors have been compromised and removed from the

list. 

7.
There are others that have experienced breaches but not

disclosed the full extent of them. 

8.
Other processors have been removed from - and then reinstated to

- this list over the years. 

Here is some additional information you and your members/customers may find

useful: 

*
What is PCI DSS? 


The PCI Data Security Standards (PCI DSS) are technical and operational requirements set by the PCI Security Standards Council to protect cardholder data. The Council is responsible for managing the PCI DSS, while compliance with the PCI DSS is enforced by the founding members of the Council: American Express, Discover, JCBR, MasterCardR and Visa. 


The PCI DSS is intended to apply to all organizations that store, process or transmit cardholder data. Every business that accepts card payments and stores, processes or transmits payment card data is normally under a contractual obligation to meet the PCI DSS.

*
How is a processor designated as compliant? 


Companies that process more than six million credit card transactions a year are normally required to undergo annual on-site reviews from an approved qualified security assessor.

*
Do the other card brands have similar lists? 


No. Visa is the only brand that maintains a list of this sort.

*
What is Heartland doing to further data security throughout the

industry? 


Heartland has continued forward with its efforts to promote the industry's development of end-to-end encryption. We have formed a dedicated internal department and have named Steven M. Elefant, a well-known expert in point-of-sale payments, executive director. We are also actively advocating for payments industry adoption of this technology - which will protect data at rest as well as data in motion - as an improvement for payment transaction security. 

